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Linux Apache SSL BB FE R EBUWEF T

A 2B
(1) &2 &#E# 4% (Certificate Signing Request file, # # CSR 4#)
Z % OpenSSL 1 £ » pt1 B3 § % % & /usr/local/ssl/bin P &k
T (¥ i * $find/-name openssl prlnt I EBIEX KDP o
TR EXFRFHAERET AL
(2) Bpm > gFzinfE OpenSSL sk 4 2 5 % 7| Heartbleed Bug <78 5 -
.féi?ﬁihj » 2T dp & R FERLIE OpenSSL mhﬂﬁ F B A
Heartbleed Bug > &z A 2 &F|B k& » L HF LT HFiF o
$ openssl version
PR 101 ~ 1.0.1f / 1.0.2-beta ~ 1.0. 2-betal
B A 1 1.0.1g / 1.0.2-beta2 12143
(3) 224 1 3-DES4c® > PEM #25% e B £4%(K B F 5 RSA 2048 i==)
3 17 openssl 254 407
$ openssl genrsa -des3 -out server.key 2048
® FENSSLERTRIP F LIAMER ERT Y R - BRATOT
B> FELTHRIATHREL H4 > UBFLRT R R
server.key # B ¥ -

® EREEMAMERE T RSA 2048 A(F )L £4GE R -
() REF2EEEALF 5 EMIE 405 server. key » FHIE# %

Ao @A E & LEH ~ %45 (pass phrase)
Enter PEM pass phase -
“i‘@ L?%’Bl?‘*—kﬁﬁﬂTLS ’T;\B?’?g’*i'lo

JpensSSL> exit
[rootB@Franklin binl# openssl genrsa -des3d -out serwver.key 2848

iz 65537 (Bx18881)
Enter PEM pass phrase:
erifying password - Enter PEM pass phrase:
[root@Franklin binl# _
(5) A2 &EH T
$ openssl req -new -key server.key -out certreq.txt
B G R RN R R R AL BG4 & 5 certreg.ixt
B j% BEAIMFTAIEFEF A 7 & PublicCA = SSL 1§38 ¥
FE R R EHBEH R AR £ f Y T B
F3lo@ A0t PublicA e T4 H wr g dr2 g ek LALF R 5 8
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BEEL G

Country Name : TW

State or Province Name :

Locality Name : % (4r : Taipei)

Organization Name : ‘% & #(4c @ CHT)

Organizational Unit Name : ¥ = & £ (4-:Information)
Common name * 4 ié« ?ﬁ;(ﬁr * www. abc. com. tw)

Email address : PR E # 4 £ + 20 (4r:abc@abe. com. tw)
challenge password : # %’ﬂiﬂ » ¥ enter 4% B

optional company name : % %ﬂia?l > o & enter 4% i§

# openssl req -new -key server.
sing configuration from susr-share~rssl-openssl.cnfl
nter PEM pass phrase:
ou are about to be asked to enter information that will be incorporate
into your certificate request.
hat you are about to enter is what is called a Diztinguizhed Name or a
here are guite a few fields but you can leave some blank
or some fields there will be a default wvalue,
If you enter ' .', the field will be left blank.
ountry Name (2 letter code) [GB1:TW
Gtate or Province Hame (full name) [Berkshirel:Taiwan
ocality Name (eg, city) [Newburyl:Taipei
Irganization Name (eg, company) [My Company Ltd1:CHT
Jrganizational Unit Mame (eg, section) []l:Information
ommon Name (eg, your name or your server’'s hostname) []:www.abc.com.tw

Email Address []1:test@test.com.tw

Flease enter the following "extra’ attributes
0 be sent with your certificate request
challenge password []1:

fAin optional company name []:

(6) ARG # 4%
EF @7 T a4y 4 ARG T A 2 G ok
$openssl req -noout -text -in certreq.txt
AR F AT



Public Key Algorithm: rsaEncryption

Public—Key: (2848 hit>»

Modulus:
BA:bA:63:9d:fe:90:27:09:h5:99:h8:53:c3:Pc=5d:
TB66:27:2a:F5:44:h?:45:68:h2:4e:2c 7?7 :fhal:
di:=26:25:Patef:9f:4e:18:9c:a?:20:927:f@:69:ff:
49 :4d:86:0e:78:5d:6bh:0?:18:80:27:ac:38:13:14d:
d3=f2:18:0f :25:c5:a5:6d:08:58:2F :Ad:ff:8%:ch:
fd:ca:bh8:ab:bc:bB:5f:1d:eB@:8e:03:41:2h:4d:%e:
41 :1atab:Pa:e@:03:94:94:44:dd:41:Fa:c?:f4:a3:
25 :cd:=5d:11:c5:9f:8athc:BFf :9@:1d:14:d6:3d=5c:
25:5e:9%9:cB:Pa:2b:31:hl:df :h3:fcie@:d46:12:8hb:
18:6f:95:cc:98:d7:aB:38:ea:dbh:33:%c:17:cd:=64:
Batcatlb:47:16:8a:h8:ab:Bc:4d:f8:A2:2e:3a-48:
2d:=13:cf:26:bec:ic?:63:76:10: b4 dB17:57 P4 2e:
F2:f6:cB:1b:24:e3d:f1:2e:df :cBeP:fP:h?:33:67:
ae:bdteV:43:ef:36:0f :0b:Ad:14:68:d7:ee:6f 6c:
PdcB:-3Fc14:7:af:14:%e:5d:546c:42:83:6d:-76"
dd:=72:06:8d:3b:6?:c?:59:d7:35:80:F7:33:41:15:

df t6hthl1:72:e3:?4:53:92F 6273 ab:5Bec4d 06 =
[ H3

Exponent: 65537 (Bx1B8081 >
Attributes:
ad:aa
Signature Algorithm: shalWithREAEncryption

4f :f3:18:8d:bhd:e?:86:88:2c:hf:07:dB:7A:5%e:hbh:c?:28:3c:
o615 f8:22:65:hd:87 halatha:3A:he:8c-d@:
23:64:52:h?:64:34:cB:fa:13:32:46:fc:B8d:2F:7h:@5%:67:8h:
26:c4:Bc:58:e6:18:93:e8:ch:fe:18:df:43:a3:34:37:7d:-67:
ehi36icd:?2ice M8 :eB@:ch:85:8a:d3:24:79:2a: 730474
dA@:?dicc 6o ?1:0f 95 :8f :df :d?:3bhe3FF5:31:33:18ac:
35:dac55:Pe:Bbi4f taV?:f3:15:da:38:2¢239:35:15:3b:@7 -2 -
fordaz27ed:??:d1:d3:f8:21:e¥:ac:hl:bd:fe:hb:d3:cc:ed:
21:25:67:ad:aB:54:3c:eb:fA:98:e4:h?:5h:e3:31:25:3h:ee:
6@:dc-la:f6:c6:57:06:85:4f :cd:efaf:6P:fe:fe:fa:B1:-d6:
letee:?7 da:f4:04:cf:f1:f4:19:8e:8%:ebh ea:A%:4dc el:Be:
e?ichi65:BacPeie?:f8:f3tad:dd: 98 eB:26:Pfica:2b:21:c1:
28 5dide:5aZ2ted:f4:Pcta?:4d:92:4d: a3 5hi@B Pe 17
flraacfe:2c:57:02:3a:71:83:ae:38:dA:Ya:30:a@:33:ad:-"75:
Pe3?-ad:Shf

= %ﬁﬁﬁﬁﬁﬁ?%ﬁ%@’%#ﬁﬁﬁg%ﬁ%%ﬁo

= FR-A 4 g EF o (certrequtxt) AR > I ET U GEF R
¢ s 4=k (http://publicca.hinet.net/ ) i BB e B 2 ¥ #-SSL G % o & 3¢
FLR o0 L H? 5 SSLIGHEK »ﬁui Uk F A E2 FALE
[S14- PR B s GriiG Y /B 6 v




~N

Linux Apache SSL BB 85 /EF-

>®eCAf &% PublicCABHE2Z GE?P 48
¥ /6% Public CA ¥ 3¢n SSL PIRHH B S F Pl B85 §H2 (60 67 £
PR EFL RN e SSL RIRE e 0 A v F AT eCA p RIEHEE
PublicCA CAG# 2 Gz ¢ 48> ¥ A Apache Server + % % eCA p & 5% %
PublicCACA &3 2 G # ® 48> & [& o5 Apache Server % # eCA 2 Public CA
CABRHE > THRERT kX X SSL WIREMEH ] § 1 ¥ T o 4ok [§
roan g e e — #% Apache Server } = # % i eCA p & &% %2 Public CA
CABw2 B s 48 RIEV YU 2 > 2 353817 SSL PR " 08 G

TiGEr 4R ¢ 7 J%IEGHE - 4~ B A (1)eCA 12E# (ePKI Root CA &3 -
- ﬁ*‘ui" FLREHERAEEY v p §I5F) ~ (2)PublicCA ¥ #E# (Y #7
T igEE Y vp Ligw)E(3)PublicCA % %% = 1 SSL RIRE G
T HEBENMT A N2 - R
L EaA P2 £2 Uit cnd 202 5 48 § 1B P 4R 5
Foo fRREEIS e B3 BARF > A N eCAREBEM - 5
ROOTeCA_64. crt) ~PublicCA ©* 4G (4% & % PublicCA2_64.crt)& *
B SSL PPREHMEHE( 5 32 BREF fTex S RERF )
FAYETR2BE v FRPAY LR L E TR A E
IS M- PR E R BWEHEY F/EBE T TS T T RER
PABRGER, > fRRHFLE T NPT REP 48 B R -
2. e haEeT
eCA 153
http://epki.com.tw/download/ROOTeCA_64.crt

PublicCA G2 5% -
http://epki.com.tw/download/PublicCA2_64.crt
SSLE# T 1 B EA2P2 %% » 33 PublicCA e xbghiE TSSL
By L BE TSSLEE A T 0 2FSSLEET .
FREPETR2ZA1 fFPRETZRIRE 52
http://chtra.cht.com.tw/ Bt:E TG+ 2 7% > L8 TG 43
T 3% SSL & % (G # Based 64 #3:%) -
Gr:@* [E™§crt #:4eng#p » IE § %8l &.crt 225 . cer»
e Yo fg 1 38 B 2T Base64)

3. mTHE uSHA-1 BEF X EKFH -

5



http://epki.com.tw/download/ROOTeCA_64.crt
http://epki.com.tw/download/PublicCA2_64.crt

2.

37 B &% e PublicCA_64. crt(PublicCA_64. cer) °

#HED REE ®AO ROREW IBD HUD
Qt=F- () (3 Jus | msx [G]- 5 EexAsEs

FUED) | DASSL

EREHEHRKTF

) BEBERER A
B BEEEER
EREEER
& WEEEER A
) MEFEEEEER
W MEEEER

&8

V3

Q0 cA 53 feeebB 052 18840,
shal REL
ePKI Root Certification futhor...
007MESAL6E TR 05:13:55
0XMESALGE TR 05:13:55
Public Certification Authority, ... o

[

01T = ePEI Eoot Certification Authority
0 = Chunghwa Telecom Co, Ltd.
C=TW

REAEE.. HEEIREFC..

N T B m T g e o e RS -




6.

1.

=3 ?)X]

— | EER BERE
BT | <280 3

i &' £
ElkE V3
= =25 D09 53fees bB 956D 1884 a...
shal REL
ePKI Root Certification Author.
007ESH168 T 06:13:55
02TESF1I6E T 05:13:55
Public Certification Luthority, ...

011 = ePEI Root Certification Authority
0 = Chunghwa Telecom Co., Ltd.
C=TW

HEEREREREC..

[_BE |

N TRREE I R E S 0 FBE (T A

EHFE L=

BOHGE R s hE iR E

A% [T —a7] #2548 -

FE T RGN LE R BE-PRCSHT B 2 Tdo® T e




BHEEITY & §0 3 BHE B BE > RUEBE TT - o
G 9 E e ¥ i e BBEBILY ¢ § 975 B3 ) § % PublicCA
Py cCARGBE- A2 )

SREHES [X]

BE ihda 34 oL
BRI EEFEE AL -

SERUTE R T RRRE

() DER $BRE {70 3.500 (CER)D)
Ced & :
EHEIRTFEN B A EAEE | PECE #7 1RER (PTBIND)

(< t—#®]| [FT—FHw-]| [ EmH |

wiE CHE, -

EIRLE= X]

FHELPERE
SFHIEENRELREESHE

fEFEHE:

[« t—#E]| ([F—HWw:-| | FE |




9.

10.

I1.

NIT FATH G G o EREF TR
"eCA_PublicCA, > 258 "Hh, -

SRF TR h

BAFFRD: | (O SSL v| @ 1 @
FFRIATE
F—
[
S
A
FHAIE LS
; f_'__h‘h-'\
e —r—" —
W LEEH | e <eCA_Pub]jJ:CAI ) v UL #EFe |
TFEERANT: | PKCE#7 1§58 (*17h) |

N T REENE GRS g BE T H o

EHFE L=

FHELPERE
SFHIEENRELREESHE

e aHE:

DASELhCA _PublicCA pTh

J

P
[« t—#El] [F—Hw-| [} FE
u

MR TRERENE RO o FEBE T

’3\; N °




12.

TeRkERERE TR E

M $E Rl Thith =5 Bt ISR TE H B E -

EEIEETFIShERE:

EEEE DEilwCA_Public Cf

FEHEin &

BSEREREPHFEESE £ ]

EEER EIERIEI BB EE

L4 >
[:i—ﬁ@]@ )

NN TRFEENRROE S FRE TR, TR CARER
% PublicCA CA G825 ¢ 48P~ {7 o

BE AT -

% % eCARG#H % PublicCA (G2 B © 48

=T k& & Apache Server ' % % eCA13%& % % Public CA CAB#E2 &%
P 4> it [§ e Apache Server f #f eCA % Public CA 9 CA &3 » # Fpdo™

13.

14.

15.

16.

% » Apache Server % (= : &% » e gL E & 3 root £ apache
HILR )

FREY - FFERERESeCA1YE®EZ Public CAlGEZ GE e 48
eCA_PublicCA.pTh  4F @ - P Bx- > (LE 4% @ * FIP 2 12
* Binary fic:¢ & @:% ) 3| (& e Apache Server #ifs E ¢ o

WEFNT LR ER 4R, %R D DER s 55N & 4% =0 PEM S#g 2 5% > =
Baseb4 Hafg 5% -

openssl pkes7 -in eCA_PublicCA.p7b -inform DER -print_certs -out
eCA_PublicCA.pem

HFUT L B-PEM % ¥ 38 eni§ 3 B 4845 % 45 B 5 Apache+mod_ssl
er1 SSL CertificateChainFile :

10



X

17.

18.

g_—l?
__!"

18.

19.

20.

cp eCA_PublicCA.pem /usr/local/apache/conf/ssl.crt/ca.crt (1 : w2}
& £ B3k 1§ ehssl.conf 2 httpd.conf ¥ = SSLCertificateChainFile
Directive & 45 = /usr/local/apache/etc/ssl.crt/ca.crt » (&7 12 ik p & hik
BAFREZRT AR Rl 22 NG RERFRAAT A
SSLCertificateChainFile Directive #7345 & chjf % I 7 i § B & ST S
@Ak U - o)

M2 F iR E iR /usr/local/apache/conf/ssl conf 4% (mod_ssl &
FRRK EAN) 0 AR T4 ¢ 45 1) SSLCertificateChainFile Directive >

SSL CertificateChainFile /usr/local/apache/conf/ssl.crt/ca.crt (31 : &%
i Apache+mod_ssl Z 5t @ > mod_ssl & iX 7 M2 e 3R T RS
A5z » SSLCertificateChainFile Directive #-¢ & 4% % % Apache
httpd.conf ‘2 fx 3% T 4% ¢ ° 4% Hi&HkaiE 0 P < JF & httpd.conf
@a # ®_ssl.conf - 32 : 4% & % &9 SSLCertificateChainFile Directive 2
Tl #giﬁ’z 5L e EHRLIE PR f % B Directive ¥ % ¢ 2 #z o )
R IR N K AR o

% % SSL RPRE G E

£ 4« PublicCA % % % (& «n SSL # PR #4818 38 % % 7] [& e Apache Server
H o FheT

FAEES TR B2 SSLPIRETHIGHEM L 5 2B E kT T
= ecer & F_crt g x) o

(G0 T BB E T o2 SSL RPRAHIE B by b= e £ 3
server.cer » 4% EX 2L * ST BAL L 0 A FAE T B ¥ Fh o )
A Apache Server % % o

( DB E R EL E B root & apache F IR chfE )

pae B#2 SSL WIRBHMEFHE T 5 PEM %45 4458 ( 7 Basebd 4n#b
fe st ) » FIEenSSL IR BB 5 DER %t > AT &
£ #-SSL PIR G E Y DER %8 25\ 4% = PEM s 3¢

openssl x509 -in server.cer -inform DER -out server.pem

bR FERLE AR Y ¥ 3 IR E R A R R 4
ZE R J@”%%%ﬁ°
PEM 4028 % 3*

11



21.

— —_—
ROOTeCA 64.cer - o=
— Pty

BEO SEE® #IO BRY 580

77777 BEGIN CERTIFICATE----- -
MITFDCCAS {edw[BA [OFci9Z0dcr 7 IRAF 7RkE1ESnTANBekqhk G Sw0BAQUFADE.
HQewCQTDVOOGER JUV ZE jHCEGA IDECewaQ2h I bndod 2Ee VGV a2V whSBDbyd=1ExO
ZC43K jLoBeNVBA=MTUVOS0keUndwdCBDZE ] 0alZpY 2F0all9ulEF 1dGhvenl0eThe
FuOwlDEwH 1 Avl jMxM j daFwOzNDEwH j Awh jHal ] dafF 4xC24 IBeNYBAYTL IREN  Mw
[OVDRQORDBpDaHY uZ 2h3YSBUZ TR 1720t TENvL iws THREL jEqHCeG4 [UECwwhZVEL
SSBSH2901EN lenRpZnl jYERpb24¢0XV0aG97akR5HT ICT jANBekqhk iGowOBAQEF
AAOCAe3AMT ICCRCAEAASIPTo3b DN 1252t H306Tn2d0y8US2N0wwEha  f qhFAH
SyEbCIN21Z5qyNUDOTBp j zw 1 udf 5/ dql jG3LBEy4P44akP A hZXGtRrBpOxtInkh
1iHy 135 ICRInHI 7E2RE 1 1TzabtWe /CEBR49ZC0Ev] /T29de ISRUCWH2YWE tevi{3X
DZoTH IPRYT 16 1dd4e50z0CGzh [N 1D vqOx4UTECEEECDUSH3ETO0R 17 1M 2Ee Y] 1
TBneZ f2rx0Wh7keT Lrifh] 500C tkkO7q+RBNGHD+EPN jE 1 2rudz] jE9SEDrkb5wd]
fzcq+Ed4z1TtW0adod40kUPB 11t fFLqf poOkROBZ 31 4522l (+Z0V00W0qraf fA
2gRFe lQArrST9rindf gdozHS qf4hInTF pmfwd (ol IBSEY T n SAGPFSF qode+S full
WH1+ETO®Owd 1 bBiWzv loPn9s9h6PY g2 1T92] pr8 10kEeb SukPtf5P0BAebC 1471
nTOIFal0AS2zMnaolQ2zepr 7BxBAEW/ hj8ebDyladCr IHIhBnd8hht 1VEnoKa2pH
dmf20s+PTheZevoozR rSgxdhayy/ vwShal dnG7t4TV30Z+EkwTE31 20 inZB INT ip
NiunKmpSonezd i rHAJY leW rTviB9teSSnlniDhDE iZo1 D iYN IRnySnk3pyEdYDEC
AvEALall qMiGewHOYDVROOEBYEFBANOTZn8uG3 T 2 IFwFUSLne /Qkq iMdwGL 10dEwQF
MAMBA £ 3w0OTEZ yoHALQxHCSuLQ I BADA IB2U rDeMCCeUANA <GB e g AwAABBRF=MLH
C1Z87 114D JX5GFPBphzTEDANBekqhk G 9w 0BAQUFAAQCA2EACHODU [ KBPpY TufGB
uvl2IC01T2B01GqZNE SedFFZn /EneS0HE  oquql0eBLoR 9 1 TGxM qEnnbnwoq26T 1
PwZp¥nPD inZ [ +ynBY 306 ypzqkOg4Z 5 r8dW [P2WT+DZd o 2NOCCHG e r w] 849 DEP
JEtoUHRVnARZTY 09020 1 Tg j e yw VMR Y vwdVrraStZf 0X 40F unHB2T vBEXYEC 1T/
gpf26i36+uwtgS U0 1bd0 EureCOCENNA 1101 tabrNHd j nEPNEubr j 1p02T20CA2
16/ THn4tCEadul+bEP jqpRugcEbV+G7elyRfaKonh+ 32020703 j a j WV 0+ rGlné
SulK6ICKD2GTHu tGelw IDWSEQ62E6822 1 OHKFFLLE3dheLSC1IKF5 r8G 1BOA VIR
02M3 T TxEx ] tRmREOCSwG § 10up vheRDndAY {03+ VE 10EMS yycw SKFNGHLD7 i b3ENS
¢ 06T jpKdx2qcew+BRx el el khOT kFch4LoGHGLOY IES 2506 14 {RPpp2zDR+ 22
GpliredChpSe3Vklw63d4k3 MAZH 0 | yeP6SHhYEGvzZ8/ ententHbReZIB/90TE
N T9c3rkl03aQab3v I VHITbuF6aC 740 8N pDy JO2 inTnODECEIZ4 2 yekndW/ 224D
W+ T TE3S 5 0rnP0gCe INGoH4EZw=

----- END CERTIFICATE-----

DER 348+ 5¢ :
( ROOTECA.:er—EE

BR0 #EE® #AO BREY REW

p277? it g7 ~7IIE7 * 0~ 0 il TW1#0! 1 Chunghwa Telecon Co., Ltd.1¥0( U leFk -
THIERRE ¢ TR ISREMTIREEET & PETHITHER VS 1 ol Talifh.vPTaiget! ¢ | SN E MPP?

< [ m r

HFUT L B-PEM %5 ¥ 38 eni§ 3 B 4845 % 45 B 5 Apache+mod_ssl
e11 SSL CertificateFile :
cp server.pem /usr/local/apache/conf/ssl.crt/server.crt

(zx 2} e £ B3R (& ehssl.eonf & httpd.conf # £ SSLCertificateFile
Directive €_45 + /ust/local/apache/conf/ssl.crt/server.crt » (& ¥ r2 iz p @
SRR RERERT I RAOYFE Y o)

12



22.

23.
24,

25.
26.

Y F iR R %iE/usr/local/apache/conf/ssl. conf #% (mod_ssl
e ALk TAY) 0 L3k TAE TS §) SLCertificateFile Directive » ¥ 13 & 12
- F\ % .

SSL CertificateFile /usr/local/apache/conf/ssl.crt/ca.crt
(3 1: &3 & Apachetmod_ssl F 5t ¥ > mod_ssl &2 5 fb = a3k 2
th 0 iz falra;2 T > SSLCertificateFile Directive *
SSLCertlflcateKeyFlle Directive #-¢ & #% 8 & Apache < httpd.conf & i
KTAEY o Aok etk angd o PG & R % iE httpd.conf A 7 E_ssl.conf -
FL2 0 b o ik iE o SSLCertificateKeyFile A
lusr/local/apache/conf/ssl.key/server.key & % #% % » 4o % [& 1 SSL Server
E4x 7 L3z =¥ 0 5 & SSLCertificateKeyFile Directive # 4p
L FEDEE oGl L ie SSL Server £4% EE 54 6* XA 42 &BF
FIAM(CSR ARl - B &4k > FRIMEZ A2 SSLAA - )
i RE T St N K AR o
B* T A Bes o £ ATETH Apache Server :
lusr/local/apache/bin/apachectl stop
lusr/local/apache/bin/apachectl start
IKF@ G 0 87 i F & VBB ECH B https <9 port e
Z SSL % »#ER®
’;-w SR F HOEE % A cn T R E S e P SSL G 4T S
N2 e SSL % 2IRE T X WP o ek SSL % 2nE 'i?;
oo g a T FIT G Tk e ket K SSLIG R ARk L T
FrERGOPE ARtk oS REFE T &:&ma‘:; # H
T4 H TIS14- x?FRE?f@;?* pRgEEY /28 47T 4 SSL g
8 i%’h%;%v # th1SSLSealispec. txt » p § SSL % > @ik & #mp o
TRy Mgk SSL% 2IERF L ESH o

(8
=

UE

“'ﬁ
9
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Windows Apache SSL /&85 RIESEFH

R _‘i )& —;3«:4_ -}\%
1 A2 ’&”3’3-.1»#7 (Certificate Signing Request file, # # CSR #%)
Z % OpenSSL 1 & > gt 1 Eid ¥ % % & <apache % % P #>/bin P
&7 » ¢ ¢ 7 - I openssl.exe #h % °
(2) B %zp w0 AT & OpenSSL ik &2 5 % 7] Heartbleed Bug <78 5 -
G %J » LT g & RomifE OpenSSL ek & o (& ek & Heartbleed
Bug ZRAABIIBRRA S LR FULTIHRIT
$ openssl version

PEFER1.0.1 ~ 1.0.1f / 1.0.2-beta ~ 1.0. 2-betal
g 2 1.0.1g / 1.0.2-beta2 21

v BEEEM S : C:A\Windowstsystem32%cmd exe
C:s>cd Apache24vbin k

C:“ApacheZ24 hin>openss]l version
HARMING: can’t open config file: c:ropenssl-1.8.1im—win32/ssl/openssl.cnf
OpenSSL 1.8.1m 19 Mar 2815

C:\Apache24~hin>_

(3) F1Windows /& 5™ ¢ Apache Ei2 R F R &4 BB wA L 3 e p2
PEM % 245 (X R F 5 RSA 2048 i==)
3 7 openssl #2440
$ openssl genrsa -out <server.key ¥ = £ 25> 2048
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Eu BREER 5 C:\Windowsieystem32\cmd exe
C:x>cd Apache2d4vbhin

C:“Apache24~bhin>opensz]1 version
WARMING: can't open config file: c:ropenssl-1.8.1mwin3d32/ssl-/openssl.cnf
OpenSSL 1.8.1im 19 Mar 2015

C:sApache24~binropenss]l genrsa —out C:“S55Lserver_key 2048

WARNING: can’t open config file: c:isopenszl-1.A.1m—wind2/sslsopenssl.cnf
Loading ’‘screen’ into random state — done

Generating HSA private key, 2848 bit long modulus

65537 (Ax10081>

C:-“Apache24-~bin>

FRASSLERIT I » FLATBR ZRT T B - BATOF
AL 3 At ?‘1‘4"\“%‘%ﬁi Wi 4 o MELRT R
server.key # % ¥
o MM %fww A7 RSA 2048 A (7)1t RAGE A -
() REZZLEAELF B EMK/MHD > - 5 server. key » s i ¥t A &

(5)

%aofm¢¢J@@@%@»ﬁﬁﬁ%’ﬁ%T%wﬁﬁhgﬁ%%

o ZREATRNY GEEKLERE -

ERE TR

$ openssl req -new -key <server.key £ > -out <certreq.txt ¥ mz ££ 4>

® FiEh 1._—;{ (7Fetdp 4 FE T rWARNING can’t open config file..
Sl & 0 4y 0 Apache % %K P 4 < openssl.enf » 2518 43 {7 1
THRE R T 0 BT ,@E\lf& #ar fohdn 4
set OPENSSL_CONF=<openssl.cnf #7 z ££ /&>

’3—%] »EHEIMT IR G A Y © 7 & PublicCA %+ SSL G 38 ®
FEm R g#’ﬁﬁ"f&aﬁp RApN R S4gHcE T g6 F U ’@fi%_'i%f'
Fodm L& PublicA e PR E T dm2 ek iest LR TG H
wEFEL B

Country Name : TW

State or Province Name : # % ﬁ%l > F enter 4Ev: i

Locality Name : # 7 (4r : Taipei)

Organization Name : ‘23% %4 (4- @ CHT)

Organizational Unit Name : ¥ = & f£(4-: Information)

15



(6)

Common name : %k % A (4 * www. abc. com. tw)

Email address : #PRF # 4 £ + 20 (4r:abc@abe. com. tw)
A challenge password : 7 %ﬂia?l » > #% enter 4&v%iE

An optional company name : % %ﬂia?l > o & enter 4% i§

o BREREH 5 CA\Windowslsystem32iemd exe

C-“ApacheZ2d4~hin>opensz]l req —new —key C: S5Lserver_key —out C-SS5Lcertreq.txt l!
WARMING: can’'t open config file: c:ropenssl-1.8.imwin32/ssl-openssl.cnf
lInable to load config info from cosopenssl-1.B.1m—windZ- szl openssl.cnf

C:-“Apache24~bin>zet OPENSSL_COMF=C:“ApacheZ4-conf-openszl.cnf

C:~Apache24~bin>openss]l req —new —key C:“8S5L server.key —out C:~SSLcertreq.txt
Loading ’screen’ into random state — done

You are about to be asked to enter information that will be incorporated

into your certificate reguest.

llhat you are about to enter is what is called a Distinguizhed Mame or a DHM.
There are guite a few fields but you can leave zome blank

For some fields there will he a default value,

If you enter *.’,. the field will be left blank.

Country Name (2 letter code> [AUI:TW

State or Province Name (full name> [Some—-Statel:

Locality Mame <eg,. city? [1:Taipei

Organization Mame <(eg,. company? [Internet Widgits Pty Ltd1:=CHT
Organizational Unit Mame {eg, section? [l:Information

Common Mame {(e.g. server FQDM or YOUR name) [1:wuww.test.com.tw
Email Address [1:

Pleaze enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge password [1:

An optional company name [1:

C:-“Apache24~bin>

W AR08 7 oAb

v % T g dp 4 ARG AT A 2 hiR R A
$openssl req -noout -text -in <certreq.txt #7 z g% >
AR F T
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Eu BREEE S C\Windowsieystem32'cmd exe

C:“ApacheZd bin>openssl req —noout —text —in C:“E8Lcertreq.txt
Certificate Reguest:
Data:
Uersion: @ (@x@>
Subject: G=TW, S5T=Some—State,. L=Taipei, O0=CHT, OU=Information, CH=uwuww_te
st.com.tw
Subject Public Hey Info:
Public Key Algorithm: r»saEncryption
Public—HKey: (2848 hit>
Modulus:
Bl:hb:12:9c:%a:6b:ae:cd:-dh:66:4f:18:3a:fecab:
hd:75:h2:d5:46:¢5:75:36:8h:6d:e?:46:52:fb:3h:
8a:bh3:a?:76:e5:1f:3%:e8:20:33:4a:d5:dB:4a:-f1:
h8:89:5h:57:6d:bb:?8:69:45:62:08:35:12:81:ae:
el:Bc:-2f:A0:Ba-e4:6b:27:81:88:37:fd:61:al:cA:
fl:dc:=53:05:25:eB:22:98:1%:ab:cP:3e:75:d1:h4:
63:cd=B2:aa:fa:d?:ab:5e:38:58:81:3f66:54:64:
B8h:Bc:cd:de:67:hB:2e:4c:b2:19:82:af:73:7h:f4:
bo:th4:al:9c:b5:6c:B1:f8:6f:Ffa:Pl:58:45:e4:36:
fl:1b:=?d:ch:68:c2:17:1f:=38:41:31:5d:2a:e5:23:
de:45:17:F8:67:b7:8c:d1:55:66:71:89:4F :87:-91:
17:d1:=5c:=61:hB:5b:4B:1a:2c:=23:Fd:F1:83:ad:=f?:
2e:77:4c:66:FfB:35:eb6:fc:3Aec:13:21:hd:-f9:-88:
6e:?7:7h:32:h2:28:80:h5:h?:75:56:75:be:6B:35:
14:66:05%:21:36:2F:3d:6c:=B2:6a:Ff4:c2:17:17:38:
3f:ec:B7:51:3c:47:82:8f:-21:63:61:82:3c:hbtee:
30:f9:Vazbciee:2l:ed:90:%e:Bh:4e:4b:17:92:dh:
31:a3
Exponent: 65537 <8x1i8801>
Attributes:
af:-@8
Signature Algorithm: shalWithRSAEncryption
4A:c4:47:4b:1a:00:dc: 77 F3:9a:07:78:bB:2azab:he:
tha:88:5b:2d:56:h?:8c:dc:db:76:68:a@:92:
64:83:41:92:21:=89:h1:h3:17:=Pe:2h:a5:3d:5d:98:c?:5f%a:
68:f2:Bazeb:82:62:h7:86:Be:77:48:78:dc:94:31:d4:"1:eB:
3c:?2:31:41:6b:chA:59:93:c4:18:88:e7:87:h5:abee:6%:1c:
B6:baz23:dd:=Ffi:fe:dl:7d:=ff:ef:-97:bB:47:Pe:f6:5c:fB:ce:
ab:fbh:2c:33:Pc:d9:fbh:82:f2:A6:84:fb:51:58:83:Ff3:c6:fe:
ad:ae:c?:7ae6:05:h6:hB:48:30:07:fh:ef:-27:h2:47:26:41:
35:e2:68:e3:c4:35:c?:72:dd:Ad:F1:2c:93:hf 46 :FE:-hD:39:
28:15:eb:2f:19:8b:fB:71:23:3c0eddal:=1?:63:f7:ca2c:
eb:dbibh:d2:02:77:2b:5faB:8h:3b:b?:57:a?::5e:B5%:6c:c3:
fo:bh4:Pc:2a:a4:89:db:bf:f1:01:80:63:e7:-aB:6eabh:8Bd:-dl:
Af @9 :ef:17:70:25:3c:46:3a:30:14:86:h4:31:dB:85%:Ff4:3h:
25:%2a:19:ed:d2:68:3b:2d:dd:54:eV:e5:24:e?:fd:61:6d:c9:
£f3:38:1c:4c

C:~ApacheZ4~bin >

R AR TR A = A R TR E G R 1T e
A 4 g R h(certreq. txt) R I Y EL LAY BEE
72 ¢ sk (http://publicca. hinet.net/) % PB4 7 3P ¥ 3 SSL & # -

FhY ELR P L E Y G SSLERE L Fr r T A H 2
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Windows Apache SSL [&&B 23/

>#eCAf &% PublicCABE2Z GE?P 48
¥ /6% Public CA ¥ 3¢n SSL PIRHH B S F Pl B85 §H2 (60 67 £
PR EFL RN e SSL RIRE e 0 A v F AT eCA p RIEHEE
PublicCA CAG# 2 Gz ¢ 48> ¥ A Apache Server + % % eCA p & 5% %
PublicCACA &3 2 G # ® 48> & [& o5 Apache Server % # eCA 2 Public CA
CABRHE > THRERT kX X SSL WIREMEH ] § 1 ¥ T o 4ok [§
Mwm  S B e — ¥R Apache Server } x4 % #iF eCA p & @ ¥ 2 Public CA
CAlB2 G e 4> RIIEV Mpriget 2 0 €428 (7 SSL WIRE ™ 0l

TiGEr 4R ¢ 7 J%IEGHE - 4~ B A (1)eCA 12E# (ePKI Root CA &3 -
- ﬁ*‘ui" FLREHERAEEY v p §I5F) ~ (2)PublicCA ¥ #E# (Y #7
T igEE Y vp Ligw)E(3)PublicCA % %% = 1 SSL RIRE G
T HEBENMT A N2 - R
L EaA P2 £2 Uit cnd 202 5 48 § 1B P 4R 5
Foo fRREEIS e B3 BARF > A N eCAREBEM - 5
ROOTeCA_64. crt) ~PublicCA ©* 4G (4% & % PublicCA2_64.crt)& *
B SSL PRREHMEHE( 5 32 BREF fTeN p ZRERE)
FAYETR2BE v FRPAY LR L E TR A E
IS M- PR E R BWEHEY F/EBE T TS T T RER
PABRGER, > fRRHFLE T NPT REP 48 B R -
2. e haEeT
eCA 153
http://epki.com.tw/download/ROOTeCA_64.crt

PublicCA G2 5% -
http://epki.com.tw/download/PublicCA2_64.crt
SSLE# T 1 B EA2P2 %% » 33 PublicCA e xbghiE TSSL
By L BE TSSLEE A T 0 2FSSLEET .
FREPETR2ZA1 fFPRETZRIRE 52
http://chtra.cht.com.tw/ Bt:E TG+ 2 7% > L8 TG 43
T 3% SSL & % (G # Based 64 #3:%) -
Gr:@* [ET™ ot #:4engEps > IE ¢ #-aldh -.ortze i cers iv
MG e 38 B 2> Baseb4)

3. xTH3 s r SHA 256 \BE S % Kb o
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http://epki.com.tw/download/ROOTeCA_64.crt
http://epki.com.tw/download/PublicCA2_64.crt

5.

37 B 575 i PublicCA2_64. crt(PublicCA2_64. cer) -

_isix

‘ (. - | - ElE - R C) - S - Be=

®

W
WRE HERE WR TAD RA®

HEERE » = ®i_~
£2H - 4N 4= -] K3 W R 1. 1

E[%ﬁﬁgﬁ% @Puh]icCAGZ_ﬁd.crt A9 FF0.. TEHEE TEB

| i

E &5

=

B BfameE

B s
e

TR, - T E -

> ;F“F
x|

RRTE): |25 |
T |18 |-
EES V3
DFT:ﬁ 00cd 23422191 868fac de e
| gEmE shaZSERSA |
= ePEI Poot Certification Authori...

|| BaEAE 2014F12A11H T4 04:51:50
|| Bz 034F12A11 8 F4F 04:51:59
Bk Public Certifization Authority - . -
[F] % B i iy O A AANAN T

01T = ePEI Foot Certification Authorityr
0 = Chunghwa Telecom Co., L.
C=TW

HREEPIER(E. HEREEREC)..

R T BRI

% R @ ﬂj% » 4 PKCST #5540 % -
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¢ DER #88% —{iI7% ¥.509 ( CER)D)
¢ Base-G4 8215 X.500 {CER)()
f+ TEREEREECT B EAEE - PECE #7 55, (PYENC)
v IR TTHEREE » BEIEHEEE PRI EEE T
Bl AR - PECS #12 ( EFE)
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SHELEHE

FELAEE

FlEEEERLAEELE
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‘ |C:\S$LﬂeCA_Puh]jJ:CA2.p?h
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SHEN x|

FEAkTh =

#ZeCA1g7# % PublicCA l5:82 G ¢ 482 SSL &%

T iiﬂ i Apache Server % 2 eCA 138 % % Public CA ®» %G #F 2 &%
48 > & [§ <0 Apache Server 7 #f eCA % Public CA enCABZ&E » #H Fpde™ °

L.

F1#* OpenSSL» #-1 — rFfxB~17 2. eCA_PublicCA2. pTb d DER 348 #& ;¢
$E 4k = PEM %0#8 #25% > % Baseb4 %8 2 3*

openssl pkes7 -in <eCA_PublicCA.p7b £ & #7 A& £ /> -inform DER
-print_certs -out <eCA_PublicCA.crt # & & 7 B2 /2>

o BREEHS: C:\Windows\system32\cmd exe

C:“ApacheZ2d~bin>openssl pkecs? —in C:“85L*eCA_PublicCAZ.p7?b —inform DER —print_ce!

rts —out C:“8S5L“eCA_PublicCAZ.crt

C:“Apache24~bin>

FAEEE TG B SSLPIRICMIEE( - 5 32 B E EF T
= ecer & F_crt g x) o

pave B2 SSLRRBHMEEY & PEM %8 5% (7 Base6d smis
i) » FREHSSL PIREHMWERE S DER %S #:' » RENT &
£ #-SSL PR IG 7# d DER %n# 2 55 4% & PEM %#f 2 3¢

openssl x509 -in < #/K % & 7 E /=> -inform DER -out <server.crt 4% % &
1&’1:3-/:

bo i FEIRIE E AT S LY 2 R HIEE B RS B R
w%a%ﬂl&ﬁ&ﬁﬁbo
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PEM 78 $25¢ ¢

—
ROOTeCA 64.cer - o=

— g

BRO FEE #X0 BEY BHEQ

77777 BEGIN CERTIFICATE-----

MITFDCCAS {edw[BA [OFci9Z0dcr 7 IRAF 7RkE1ESnTANBekqhk G Sw0BAQUFADE.
HQewCQTDVOOGER JUV ZE jHCEGA IDECewaQ2h I bndod 2Ee VGV a2V whSBDbyd=1ExO
ZC43K jLoBeNVBA=MTUVOS0keUndwdCBDZE ] 0alZpY 2F0all9ulEF 1dGhvenl0eThe
FuOwlDEwH 1 Avl jMxM j daFwOzNDEwH j Awh jHal ] dafF 4xC24 IBeNYBAYTL IREN  Mw
[OVDRQORDBpDaHY uZ 2h3YSBUZ TR 1720t TENvL iws THREL jEqHCeG4 [UECwwhZVEL
SSBSH2901EN lenRpZnl jYERpb24¢0XV0aG97akR5HT ICT jANBekqhk iGowOBAQEF
AAOCAe3AMT ICCRCAEAASIPTo3b DN 1252t H306Tn2d0y8US2N0wwEha  f qhFAH
SyEbCIN21Z5qyNUDOTBp j zw 1 udf 5/ dql jG3LBEy4P44akP A hZXGtRrBpOxtInkh
1iHy 135 ICRInHI 7E2RE 1 1TzabtWe /CEBR49ZC0Ev] /T29de ISRUCWH2YWE tevi{3X
DZoTH IPRYT 16 1dd4e50z0CGzh [N 1D vqOx4UTECEEECDUSH3ETO0R 17 1M 2Ee Y] 1
TBneZ f2rx0Wh7keT Lrifh] 500C tkkO7q+RBNGHD+EPN jE 1 2rudz] jE9SEDrkb5wd]
fzcq+Ed4z1TtW0adod40kUPB 11t fFLqf poOkROBZ 31 4522l (+Z0V00W0qraf fA
2gRFe lQArrST9rindf gdozHS qf4hInTF pmfwd (ol IBSEY T n SAGPFSF qode+S full
WH1+ETO®Owd 1 bBiWzv loPn9s9h6PY g2 1T92] pr8 10kEeb SukPtf5P0BAebC 1471
nTOIFal0AS2zMnaolQ2zepr 7BxBAEW/ hj8ebDyladCr IHIhBnd8hht 1VEnoKa2pH
dmf20s+PTheZevoozR rSgxdhayy/ vwShal dnG7t4TV30Z+EkwTE31 20 inZB INT ip
NiunKmpSonezd i rHAJY leW rTviB9teSSnlniDhDE iZo1 D iYN IRnySnk3pyEdYDEC
AvEALall qMiGewHOYDVROOEBYEFBANOTZn8uG3 T 2 IFwFUSLne /Qkq iMdwGL 10dEwQF
MAMBA £ 3w0OTEZ yoHALQxHCSuLQ I BADA IB2U rDeMCCeUANA <GB e g AwAABBRF=MLH
C1Z87 114D JX5GFPBphzTEDANBekqhk G 9w 0BAQUFAAQCA2EACHODU [ KBPpY TufGB
uvl2IC01T2B01GqZNE SedFFZn /EneS0HE  oquql0eBLoR 9 1 TGxM qEnnbnwoq26T 1
PwZp¥nPD inZ [ +ynBY 306 ypzqkOg4Z 5 r8dW [P2WT+DZd o 2NOCCHG e r w] 849 DEP
JEtoUHRVnARZTY 09020 1 Tg j e yw VMR Y vwdVrraStZf 0X 40F unHB2T vBEXYEC 1T/
gpf26i36+uwtgS U0 1bd0 EureCOCENNA 1101 tabrNHd j nEPNEubr j 1p02T20CA2
16/ THn4tCEadul+bEP jqpRugcEbV+G7elyRfaKonh+ 32020703 j a j WV 0+ rGlné
SulK6ICKD2GTHu tGelw IDWSEQ62E6822 1 OHKFFLLE3dheLSC1IKF5 r8G 1BOA VIR
02M3 T TxEx ] tRmREOCSwG § 10up vheRDndAY {03+ VE 10EMS yycw SKFNGHLD7 i b3ENS
¢ 06T jpKdx2qcew+BRx el el khOT kFch4LoGHGLOY IES 2506 14 {RPpp2zDR+ 22
GpliredChpSe3Vklw63d4k3 MAZH 0 | yeP6SHhYEGvzZ8/ ententHbReZIB/90TE
N T9c3rkl03aQab3v I VHITbuF6aC 740 8N pDy JO2 inTnODECEIZ4 2 yekndW/ 224D
W+ T TE3S 5 0rnP0gCe INGoH4EZw=

----- END CERTIFICATE-----

DER 3 #5 +2 5%
( _EEEEEFAmr—%égg

BR0 #EE® #AO BREY REW

p277? it g7 ~7IIE7 *

0~ 0 il
THIERRE ¢ TR ISREMTIREEET & PETHITHER VS 1 ol Talifh.vPTaiget! ¢

‘ m

TWi#0l 1 Chunghwa Telecon Co.,
|y A

+

Ltd.1*0( 1T lePk -
* MPP?

1% 2 3 %iEEF fx httpd-ssl.conf > #H& ¥ it =% 3
<apache % % §: /i >\conf\extra\ P &~ o
1T 2 B REE R

SSLCertificateFile : PR B/ ZH (. cer 2. crt)fh 2 i
SSLCertificateKeyFile @ # % & 44 & BT
SSLCertificateChainFile : eCA_PublicCA2. crt #% % Bt
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#L & i&® SSLCertificateKeyFile #rip e ch& g2 FEF A E* %
A2 BEFFHM(CSR AN — B &4 FRI#HEZ S22 SSL i@
ﬁ o

8] httpd szl conf - RIF - 10| x|
HEF REE BR0) R0 HeAH

meLEngine on N
#  Server Certificate:

#  Point S5LCertificateFile at a PEM encoded certificate. I[f

#  the certificate iz encrypted, then wou will be prompted for a

#  pazz phraze. MNote that a kill -HOP will prompt again. EKeep

# in mind that if wou have both an ES& and a DS54 certificate wou

# can configure both in parallel {(to alzo allow the nze of D54

# ciphers, etc.)

#  Some ECC cipher svites (http:/fwww.ietf.org/rfc/ricdd2. tut) _J
#  require an ECC certificate which can also be configured in

#  parallel.

FoSllertificateFile "crfhpache2dfconf/gerver. crt”
#FoSllertificateFile "crdhpache2diconf/gerver-dea. crt”
F5SlCertificateFile "c:fhpache2dfconfizserver-ecc.crt”
coLllertificateFile "C:/SSLiserver.crt”

# Server Frivate Kev:
# If the kev i= not combined with the certificate, uze this
# directive to point at the key file. EKeep in mind that if
#  wou'we both a BS54 and a D54 private key wou can configure
#  both in parallel (to alzo allow the vee of DSE ciphers, etc.) i
0]
EEE REE B0 WRE  HeEH)

B
# Server Frivate Kev:
# If the kev i= not combined with the certificate, uze this
# directive to point at the key file. EKeep in mind that if
#  won'wve both a ES4 and a 0S4 private kev vou can configure
#  both in parallel (to alzo allow the vee of DSE ciphers, etc.)
# BECC kews, when in u=e, can also be configured in parallel
FotllertificatekevFile "crfbpache2diconffeerver . key"
FoSllertificatelevFile "crfbpache2dfconfizerver-daa. key"
FoSllertificateleyFile "cifhpache2d/cont/zerver-ecc. key"
soLlertificateReyFile "C:/SSL/gerver.kev" _J
# Server Certificate Chain:
#  Point S5lCertificateChainFile at a file containing the
#  concatenation of PEM encoded Ch certificates which form the
# certificate chain for the gerver certificate. Alternatively
#  the referenced file can be the zame ag S5LCertificateFile
#  when the C4 certificates are directly appended to the =erver
# certificate for convenience.
F5SLCertificateChainFile "c:/ipache2d/conf/zerver-ca.crt”
collertificateChainFile "C:/55L/eCh PublicCAhZ. crt"

hd

€ ¥7fxd> Apache
R ERE A BT AR L p VR EHEE https 50 port -
©34 15 0 0 https SRR B o
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FH S S PR A DT S I e F) SSLIEE R AT S EIMER 2
ISSL % DR F X EWP > M SSLE 2 RFEZT T ESH AT

T R A R‘J«“Tﬁ% % SSL g ey i T o
FPERENFEF

A sl R S S R L s S A
W& H TIS14-1

PRE@Y@;’* PREEY /R 6 H 7T L SSL G P Ak R
¢ 18SLSealispec. txt » M 7 SSL % 2isifd & WP - -5 ¥t
SSL % > 3uzEies % K o
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fiffF— : 3€ SSL ZEBENIIFIRE

Apache # * OpenSSL er4c % & & Kk G F L4 % > @ Apache 4c % & @ chig *
g B ¥ e http. conf & #_http-ssl. conf ¥ #SSLCipherSuite 35 3 o

7g 2k & &_ "HIGH:MEDIUM: !aNULL: !MD5 , » ~ iﬁ»{%c ww &k T8, (HIGH
encryption cipher suites : 4c AES 256 bit) ~ 4c %3 A& T ¢ , (MEDIUM
encryption cipher suites > 4= AES 128 bit)=g & » F]t » = & OpenSSL
3 £ 3 AES 256 bit et B i f?FIZ%?E?Ki&g A AES 256bit >
?EEMIEAR T B F LA OpenSSL ek & o
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